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Security Awareness Training - Protecting your Business

Over recent years, public attention has been repeatedly drawn to the threats posed by mishandling of personal 
information. While recent high profile security breaches have shocked the public, they are not ‘news’ to those 
working in the field of either information security or organisational behaviour. They are unfortunate in every 
sense as they need not have happened and, worse still, are likely to happen again.

The cost of rectifying problems after a data breach can be immense - far more than the amount that, if 
invested wisely, could have mitigated the risks. The damage to the public’s confidence in the ability of any 
organisation - public or private, large or small - to protect personal and financial data is very hard to repair 
and in many cases has put organisations’ ‘licence to operate’ at risk. Unchecked, this insidious lack of trust will 
undermine your client’s willingness to deal with your organisation.

What is required is a new approach in which an investment in understanding and influencing the behaviours 
of all those concerned is balanced against the continued investment in technology and processes.



Your people is your first line of defence
In conjunction with a sensible technical strategy, a well thought out approach to developing the right behaviours will ensure that 
all those working for your organisation will be alert to risks, will want to act to protect it and will know that they will be actively 
supported in doing so. An investment in security awareness pays for itself many times over. 

Good security awareness has clear benefits and as part of a balanced set of measures can help in:

 • reducing incidents of theft, loss and fraud
 • avoiding breaches of law and/or regulation, with associated fines and adverse publicity
 • ensuring continuous availability and integrity of business-critical information
 • protecting brands and reducing the potential for reputational risk
 • enabling the use of security as a positive marketing differentiator

What are the next steps? Ask yourself these questions
Whether you are thinking of reviewing your current security awareness approach or developing a new one from scratch it is 
worthwhile considering a number of key questions.

1. Have you effectively embedded good information security behaviours into your organisation’s culture?
2. Are all your staff accountable for information security or does responsibility sit only with the information security officer?
3. Do you have effective communication channels in place to re-enforce information security messages?
4. Do you invest in your people and your technology appropriately to maximise information security?
5. How do you communicate with staff on information security risks and how to manage these? How do you know that your 

messages are getting through?
6. How easy is it for someone in your organisation to find the guidance they need when dealing with personal information?
7. Are you making full use of the opportunities you have to re-enforce messages around information security in the way you 

manage your people on a day to day basis?

If you find yourself unable to answer these questions in a positive manner or you simply don’t know the answer, then this could 
suggest it is time for a change in your security awareness approach.
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