
General Data 
Protection Regulation

“17 years ago less than 1% of Europeans used the internet. Today, vast amounts of personal data 
are transferred and exchanged, across continents and around the globe in fractions of seconds.

The protection of personal data is a fundamental right for all Europeans, but citizens do not 
always feel in full control of their personal data. 

My proposals will help build trust in online services because people will be better informed about 
their rights and in more control of their information. The reform will accomplish this while 
making life easier and less costly for businesses. 

A strong, clear and uniform legal framework at EU level will help to unleash the potential of the 
Digital Single Market and foster economic growth, innovation and job creation.”

Announcement of European data protection reforms
Viviane Reding, EU Justice Commissioner and Vice-President of the Commission, 25 January 2012

July 2009 European Commission (“EC”) launched a consultation regarding 
challenges for personal data protection, in light of new 
technologies and globalisation.

November 2010 EC issued a Communication to the European Parliament and the 
Council setting out its approach to revising the legal framework 
for protecting personal data.

March 2011 The Council of the European Union (“CEU”) published its 
conclusions on the Commission’s approach.

January 2012 EC set out its proposals to reform data protection throughout 
Europe and publishes a draft revised Data Protection Regulation. 

October to  
November 2012

European Parliament (“EP”) led an inter-parliamentary hearing 
with national parliaments.

Autumn 2013 Informal negotiations between EP and CEU as to the drafting 
of regulation. Separately the European Parliament Committee 
on Civil Liberties, Justice and Home Affairs (“LIBE”) voted on a 
compromise text.

March 2014 EP held a plenary vote in first reading of the draft Regulation and 
adopted the LIBE compromise text.

May 2014 to  
June 2015

CEU reached agreement on the general approach of the 
draft Regulation.

June 2015 to 
December 2015

EC, EP and CEU met to agree the wording of the Regulation in a 
series of meetings known as trilogue negotiations.

December 2015 EC, EP and CEU agreed and finalised 
the wording of the Regulation 

May 2016 May 2016 - Publication to the Official Journal of the European 
Union and the Regulation comes into force.

25 May 2018 The Regulation is set to apply in all EU Member States.

4,000 
Amendments

Making this the most lobbied 
regulation in the history of the 
European Parliament.



Key points

One of the new ambitions that the GDPR promotes is to give data subjects an increased level 
of control over their information. It also aims to improve the environment by ensuring that 
data controllers and processors are safe custodians of data through promoting behavioural 
change. The GDPR provides for enhanced supervision by increasing the powers of the 
regulator as champion of the data.

Initial things that a business should look at are:

1. Data protection by design  - Controllers must implement appropriate technical and 
organisational measures and procedures to ensure that processing safeguards the rights of 
the data subject by design.  There are a few key steps if a business did not want to embark 
on a full review and overhaul just yet: (i) minimise data collected; (ii) do not retain that 
data beyond its original purpose; and, (iii) give the data subject access and ownership of 
that data.

2. Right to be forgotten - this is really a right of consumers to erase their data. This 
is more far-reaching than a business might consider at first blush. A consumer or data 
subject can request to erase the data held by companies at any time and, if it has been 
passed on to any third parties (or third party websites), they would have to erase it 
as well.

3. Be aware of breach penalties – For serious penalties, the GDPR allows for fines of 
up to €20 million or 4% of total worldwide annual turnover (whichever is higher), which 
would be a serious chunk of revenue of even the largest multinational.  

4. Potential for brand damage – If a personal data breach is likely to cause a high risk 
to the rights and freedoms of the data subjects, personal data breaches must be notified 
to the relevant data subjects without undue delay, unless the controller can demonstrate 
that encryption or other technology rendered the data unintelligible to third parties. So 
whether the data for 10 customers or 1,000,000 customers is lost, they would all have to 
be told. The potential for significant brand damage, litigation and media reporting of an 
incident is clear and could spell the end of a business overnight.

5. Data protection officer - Important projects need owners. Under the GDPR, a data 
protection officer (DPO) is supposed to be responsible for creating access controls, 
reducing risk, ensuring compliance, responding to requests, reporting breaches and even 
creating a good data security policy. Businesses will need someone to act as the focal 
point in ensuring compliance with the GDPR and businesses will need to appoint DPOs 
sooner rather than later. 

In order to be ready for the GDPR, entities will need to (1) set their vision, (2) agree their 
strategy and (3) constitute their structures for achieving data protection and privacy 
operational change and compliance. These are not simply legal questions: getting ready 
for the GDPR requires multi-disciplinary skill sets. PwC’s European Data Protection xLOS 
team has all of those skill sets, which knit together to provide an end-to-end solution to the 
challenges ahead.



The world has moved on 
since 1995

Despite the naysayers predicting that it 
would never see the light of day, the General 
Data Protection Regulation (“GDPR”) is 
now all but with us. But why is it needed 
at all?  The answer is best considered with 
reference to the data landscape when 
the existing law, the Data Protection 
Directive (officially Directive 95/46/EC), 
was adopted.

The scene in 1995 was very different to what 
we see before us today. The World Wide 
Web, which was previously available only to 
government and universities, had only just 
become publicly accessible. “Digital natives” 
- that is to say those born into a lifestyle and 
which is suggested to be those born from 
1980 onwards - were still in school. Indeed, 
we have seen an absolutely exponential 
increase in the prevalence of networked 
devices and data storage potential since that 
date. That is before we even consider the 
ease of cloud storage solutions.

Digital revolution

To put it into perspective - In December 
1995, there were 16 million users of the 
internet. In December 2015, there is 
predicted to be in the region of 7.5 billion 
users. That is an increase of 46,775%.

In 1995, the common format for data storage 
was by way of CD, for which the maximum 
capacity is around 700Mb. Data storage now 
is a concept for which “limits” do not really 
apply in the same way. Cloud storage options 
are common place. What is the equivalent 
for that physical CD though?  Probably a Blu-
Ray disc, for which the maximum capacity is 
around 50Gb. That is a 7,050% increase.

Facebook was not even launched until 2004 
and membership was not opened to the 
public until 2006. Indeed, Mark Zuckerberg, 
founder of Facebook, was only 11 years’ old 
in 1995. Since then, the use of Facebook 
has grown so quickly that it is almost 
unthinkable that could there be someone in 
the UK who had not heard of it.

Similarly, in 1995 the launch of www.
google.com was still two years away. 
Since its launch, Google has become the 
omnipresent search engine of choice and 
the most visited website in the world with a 
stated revenue for FY 2013/2014 of $66B. 

There can be no doubt that we are in the 

middle of a digital revolution that has 
already changed our lives compared to those 
of our parents, and that our children’s lives 
will be different in ways that we cannot 
even imagine.

Impact of the 
technological advances

The economic impact of the digital 
revolution has been large. The internet and 
prevalence of networked computers have 
allowed for globalisation and outsourcing. 
Content-on-demand and 3D printing has 
driven down the cost of manufacturing 
and triggered innovations in all sorts of 
aspects of our lives. The internet of things 
is now becoming more commonplace 
and connected cars, smart lighting and 
wearable fitness devices are already with us. 
Individuals interact with one another in a 
way that would be incomprehensible for our 
parents when they were our age. Education 
and access to information has changed 
immeasurably. Businesses can now rely on 
digital technologies to increase productivity 
and performance and can interact with 
individuals in a way that is so much more 
effective. Even small regional businesses 
can gain access to much larger markets than 
ever before. 

But there could be a downside to all of this. 
Many internet based businesses give their 
services for a relatively low cost, or even 
for free, on the basis that they are able to 
commercialise the data that is given to 
them. As a result of the sheer volume of data 
held and the appetite for deep analysis of 
that data, as well as the ease with which 
such data can be coupled with other data 
stores held by different businesses, people 
are becoming increasingly troubled by 
privacy concerns. Individuals are becoming 
worried at the suggestion, if not the reality, 
that the security services of their countries, 
or of other countries, are retaining and 
eavesdropping on their internet traffic in an 
arbitrary and dragnet approach. 

We are in a new age. We need new rules and 
we need greater certainty.

30 billion 
messages sent per day using WhatsApp – 4 for 

every single person in the world.

700 million
monthly users of WhatsApp – same as 

the population of the US, the UK, France, 
Russia, Germany, Australia and New 

Zealand combined.

 1.35 billion
Facebook – monthly users.

12 billion 
messages are sent each day on Facebook – 

there are only 7B people on the planet.

284 million
Monthly users of Twitter

3 billion
Google searches per day.

300 million 
monthly users of Instagram

(source  - http://www.bbc.co.uk/newsbeat/
article/30706412/whatsapp-record-number-
of-messages-sent-each-day and http://www.
businessinsider.com/facebook-inc-has-22-
billion-users-2014-7?IR=T)



Key Contacts

PwC’s global privacy practice

  

Western Europe
Belgium, Finland, France, 
Germany, Italy, Netherlands, 
Norway, Spain, Sweden, 
Switzerland, UK

N. America
Full coverage

Central and  
South America
Mexico, Columbia, 
Ecuador, Peru

Central and  
Eastern Europe
Bulgaria, Kazakhstan, 
Latvia, Lithuania, Poland,
Russia, Slovakia, Turkey

Middle East
UAE

Africa
Morocco Asia Pac

Australia, China, India, 
Japan, New Zealand, 
Singapore, Thailand

 

This publication has been prepared for general guidance on matters of interest only, and does not constitute professional advice. You should not act upon the 
information contained in this publication without obtaining specific professional advice. No representation or warranty (express or implied) is given as to the 
accuracy or completeness of the information contained in this publication, and, to the extent permitted by law, PricewaterhouseCoopers LLP, its members, 
employees and agents do not accept or assume any liability, responsibility or duty of care for any consequences of you or anyone else acting, or refraining to 
act, in reliance on the information contained in this publication or for any decision based on it.
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