
Article 22 of the GDPR considers the 
issue of profiling: 

“The data subject shall have the 
right not to be subject to a decision 
based solely on automated 
processing, including profiling, 
which produces legal effects 
concerning him or similarly 
significantly affect him.”

For this purpose, the term ‘profiling’ 
means any form of automated processing 
of personal data consisting of the use 
of personal data to evaluate certain 
personal aspects relating to a natural 
person, in particular to analyse or 
predict aspects concerning that natural 
person’s performance at work, economic 
situation, health, personal preferences, 
interests, reliability, behaviour, location 
or movements.

The new rules regarding profiling

The provision sets out that individuals have 
the right not to be subject to a decision 
based solely on profiling, which produces 
legal effects concerning him or similarly 
significantly affects him or her. However, 
decisions based on profiling may be  
allowed if:

Profiling

• The decision is necessary for entering 
into  a contract: (i) which was requested 
by the individual; or, (ii) where adequate 
steps have been introduced to protect the 
individual’s legitimate interests; or

• The measures have been expressly 
authorised by an EU or Member State law. 
This law also has to set the appropriate 
tools to protect the individual’s legitimate 
interests; or

• The measures are based on individual’s 
explicit consent – consent which has 
to comply with the general provisions 
of the GDPR – and the organisation 
has implemented appropriate 
measures to protect the individual’s 
legitimate interests.

Sensitive personal data

Profiling based on the special categories of 
data are only allowed when the individual 
has given explicit consent or the processing 
is necessary for reasons of substantial 
public interest. In such circumstances, the 
data controller must ensure that suitable 
measures are in place to safeguard the 
individual’s rights and freedoms and 
legitimate interests.

Why profiling is a concern

Profiling has been generally viewed as 
having a considerable effect with regards to 
individuals’ fundamental rights. Notably, the 
Council of Europe considers that “profiling 
an individual may result in unjustifiably 
depriving her or him from accessing certain 
goods or services and thereby violate the 
principle of non-discrimination”. 

“He who controls the past controls the future. He who 
controls the present controls the past.”
George Orwell, 1984

There is however recognised benefits, both 
to the organisation and the individuals, 
from profiling and basing decisions 
on such profiling techniques, as long 
as these operations are surrounded by 
sufficient transparency and measures 
are implemented to protect individuals’ 
legitimate interests. Such measures may 
include ensuring human intervention before 
the decisions are taken so that organisations 
are not relying solely on profiling.

How the GDPR rules are different 
from the current framework

The GDPR provisions on profiling are 
not substantially different from those of 
Directive 95/46/EC. In fact, whilst the 
Directive also contains a general prohibition 
of measures based solely on profiling, it 
actually does not expressly allow for such 
measures to be legitimised by consent, as the 
GDPR does.

Why organisations should 
be concerned

With the development of data processing 
technologies that allow for the collection 
and processing of data ‘en masse’ for very 
reduced costs, and the parallel development 
of data monetising offerings, organisations 
have significant incentives to create 
detailed profiles of their customers and 
capitalising on such profiles. Doing that, 
however, without implementing appropriate 
operational adequacy mechanisms, 
including appropriate visible and explicit 
consent, may put them at risk of very 
hefty fines.

General Data Protection Regulation



 
 

 
 

 
 

Key Contacts

PwC’s global privacy practice

Western Europe
Belgium, Finland, France, 
Germany, Italy, Netherlands, 
Norway, Spain, Sweden, 
Switzerland, UK

N. America
Full coverage

Central and  
South America
Mexico, Columbia, 
Ecuador, Peru

Central and  
Eastern Europe
Bulgaria, Kazakhstan, 
Latvia, Lithuania, Poland,
Russia, Slovakia, Turkey

Middle East
UAE

Africa
Morocco Asia Pac

Australia, China, India, 
Japan, New Zealand, 
Singapore, Thailand

This publication has been prepared for general guidance on matters of interest only, and does not constitute professional advice. You should not act upon the 
information contained in this publication without obtaining specific professional advice. No representation or warranty (express or implied) is given as to the 
accuracy or completeness of the information contained in this publication, and, to the extent permitted by law, PricewaterhouseCoopers LLP, its members, 
employees and agents do not accept or assume any liability, responsibility or duty of care for any consequences of you or anyone else acting, or refraining to 
act, in reliance on the information contained in this publication or for any decision based on it.

© 2017 PricewaterhouseCoopers LLP. All rights reserved. In this document, “PwC” refers to PricewaterhouseCoopers LLP which is a member firm of 
PricewaterhouseCoopers International Limited, each member firm of which is a separate legal entity.

 
 

 

 
 

 
 

 
 

Tassos Procopiou
Partner
Consulting
tassos.procopiou@cy.pwc.com
T: +357 - 22 555 750

Spyros Evangelou
Partner
In charge of Legal Practice
S.A. Evangelou & Co LLC
spyros.evangelou@cy.pwclegal.com
T: +357 - 22 559 900

Michael Tsikouris
Director
PwC Legal Practice
S.A. Evangelou & Co LLC
michael.tsikouris@cy.pwclegal.com
T: + 357 - 22 559 707

Demetra Ellina
Director
Consulting
demetra.ellina@cy.pwc.com
T: +357 - 22 555 732

Demos Demou
Manager
Consulting
demos.demou@cy.pwc.com
T: +357 - 22 555 056


