
Article 7 of the General Data Protection 
Regulation (GDPR) sets out conditions 
for consent:

“Where processing is based on 
consent, the controller shall be 
able to demonstrate that the 
data subject has consented to 
processing of his or her personal 
data.”

“If the data subject’s consent is 
given in the context of a written 
declaration which also concerns 
other matters, the request for 
consent shall be presented 
in a manner which is clearly 
distinguishable from the other 
matters, in an intelligible and 
easily accessible form, using clear 
and plain language (...)”

The data subjects shall have 
the right to withdraw his or her 
consent at any time.”

Article 8 covers the issue of processing 
the personal data of a child as being only 
lawful: 

“Where the child is below the age 
of 16 years, such processing shall 
be lawful only if and to the extent 
that consent is given or authorised 
by the holder of parental 
responsibility over the child.”

Consent

Data Protection Directive

The previous regulatory regime stated that 
consent must have been unambiguous, 
freely given and not given under compulsion 
or as a result of an act of deceit, and must 
have constituted a “specific and informed 
indication” of a person’s wishes.  When 
the consent related to sensitive personal 
data – revealing racial or ethnic origin, 
political opinions, religious beliefs, trade 
union membership, physical or mental 
health or condition, sex life, or criminal 
offences committed or alleged to have been 
committed – the consent must have been 
explicitly given rather than by implication.

Issues encountered

The question over whether citizens had 
genuinely consented to the use of their 
personal data by businesses became a 
hot-topic under the former Directive and 
concerns were frequently raised regarding 
businesses seeking to point to an indication 
of consent based on “opt-outs”, implied 
consents or the burying of consents in 
contractual terms and conditions.  It was in 
this climate that the GDPR was drafted.

Toughening up

The GDPR refers, at Article 4, to consent 
having to be “freely given, informed, specific 
and unambiguous”.  This is a toughening 
up of the language used compared to the 
directive, which reserved this level of 
certainty solely to sensitive personal data.  
The indication of the data subject’s wishes 
must be either “by a statement or by clear 
affirmative language” and that (as stated in 
Recital 43) the consent will not be valid if 
obtained where there is “a clear imbalance 

“Nobody can hurt me without my permission”
Mahatma Gandhi

between [the position of] the data subject 
and the controller”.

Consent must be “unambiguous” and a data 
subject’s consent to the processing of their 
sensitive personal data must be “explicit”.  
Individuals must be able to withdraw 
consent without detriment.

In order to seek to fetter the ability of 
businesses to exploit the commercial value 
of data received beyond the reasons for the 
business having received it, the GDPR seeks 
to prohibit the “tying” of a user entering into 
a contract to the processing of data which 
is not actually necessary for the service to 
be delivered.  Entities must seek separate 
consents for different processing operations 
and must do so in a transparent manner.

Challenge for businesses

The GDPR sees an end to implied consent 
models, an end to consent for processing 
employee data, and new rules on obtaining 
consent for children.  The use of that data 
must be transparent.  The changes may 
present a challenge to the business models 
of many entities, which should consider the 
manner and form of the consent that they 
obtain, in order to ensure compliance with 
the GDPR.

General Data Protection Regulation



This publication has been prepared for general guidance on matters of interest only, and does not constitute professional advice. You should not act upon the 
information contained in this publication without obtaining specific professional advice. No representation or warranty (express or implied) is given as to the 
accuracy or completeness of the information contained in this publication, and, to the extent permitted by law, PricewaterhouseCoopers LLP, its members, 
employees and agents do not accept or assume any liability, responsibility or duty of care for any consequences of you or anyone else acting, or refraining to 
act, in reliance on the information contained in this publication or for any decision based on it.

© 2017 PricewaterhouseCoopers LLP. All rights reserved. In this document, “PwC” refers to PricewaterhouseCoopers LLP which is a member firm of 
PricewaterhouseCoopers International Limited, each member firm of which is a separate legal entity.

 
 

 

 
 

 
 

 
 

Tassos Procopiou
Partner
Consulting
tassos.procopiou@cy.pwc.com
T: +357 - 22 555 750

Spyros Evangelou
Partner
In charge of Legal Practice
S.A. Evangelou & Co LLC
spyros.evangelou@cy.pwclegal.com
T: +357 - 22 559 900

Michael Tsikouris
Director
PwC Legal Practice
S.A. Evangelou & Co LLC
michael.tsikouris@cy.pwclegal.com
T: + 357 - 22 559 707

Demetra Ellina
Director
Consulting
demetra.ellina@cy.pwc.com
T: +357 - 22 555 732

Demos Demou
Manager
Consulting
demos.demou@cy.pwc.com
T: +357 - 22 555 056

 

Key Contacts

PwC’s global privacy practice

Western Europe
Belgium, Finland, France, 
Germany, Italy, Netherlands, 
Norway, Spain, Sweden, 
Switzerland, UK

N. America
Full coverage

Central and  
South America
Mexico, Columbia, 
Ecuador, Peru

Central and  
Eastern Europe
Bulgaria, Kazakhstan, 
Latvia, Lithuania, Poland,
Russia, Slovakia, Turkey

Middle East
UAE

Africa
Morocco Asia Pac

Australia, China, India, 
Japan, New Zealand, 
Singapore, Thailand

  
 


