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Our point of view

What does it take to 
succeed?

We can help you develop the confidence to 
be a leading player in the new, expanded 
digital trust ecosystem. First, you need to 
focus on three key priorities:

 • Get the right attention in the 
boardroom – With digital           
opportunities and risks becoming so 
central to business strategy, boards and 
audit committees must have the digital 
expertise to set the level of risk that 
they are willing to accept. They must be 
able to ask the right questions and hold 
management to account.

 • Rethink your approach to technology 
risk – In the digital age building trust 
will provide the context for managing 
technology risk. Our Digital Trust 
Framework helps businesses achieve 
this. Managing the risk in this ever 
changing world needs new and more 
dynamic approaches based on up-to-
date understanding of the situation. 
Businesses should develop KPI’s to help 
them understand and measure digital 
trust.

 • Develop a business strategy for the 
digital age – What’s certain is that you 
will need a business strategy for the 
digital age – not a digital strategy. Your 
organisation will need to foster more 
collaboration, greater innovation and 
faster decision-making than you’ve 
experienced before. As part of this you 
will need to master building digital trust 
to have the confidence to embrace your 
digital future.
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The new business ecosystem

Digital risk and the need to build trust should be treated as an 
enterprise issue for which boards need to develop a clear risk 
appetite to suit their specific business circumstances.
Alongside this, there needs to be a clear action plan and 
frequent monitoring and assurance that the risks are 
appropriately managed.



Our Digital Trust Framework

No two businesses are the same.

Our Digital Trust Framework gives 
us the flexibility to respond to the 
specific needs of your organisation.
We’ll address all the segments of 
the Framework to decide what 
help you need to protect your 
business and enable profitable 
digital growth.

Whether that means developing a 
cyber-risk strategy, optimising your 
control environment or reducing 
your overall IT risk profile, you’ll 
receive the independent, expert 
insight you need to build digital 
trust and succeed in the digital 
age.

Insight and data quality

Data is the lifeblood of an organisation. 
It enables people to understand how well 
things are working and to decide what to 
do next? Manage your data well and this 
can drive competitive advantage. It can 
improve efficiency and create transparent 
processes for managing data which will 
deliver an enhanced reputation – creating 
the foundation of trust with your customers, 
suppliers and staff.

Project delivery risk

The volume, cost and complexity of IT 
projects is increasing. However, one quarter 
of all projects fail completely and half 
are delivered late or over budget. In the 
digital age, business success will become 
increasingly dependent on technology 
driven transformation and the speed of 
change increases.

Business systems

Businesses are becoming ever more 
dependent on globally integrated systems 
both for internal operations and for 
engaging with customers and suppliers. 
Most invest significantly in these but do 
not realise the promised benefits in terms 
of process best practice, standardization 
and improved control. It is crucial that 
controls and security are embedded into 
these systems and monitored. Traditional 
enterprise systems will increasingly 
interface with cloud based web applications, 
introducing new risks.

Cyber security

Cyber attacks are accelerating at an 
alarming rate and businesses are not 
keeping pace. Governments are putting 
unprecedented effort into raising awareness 
with business. New approaches are required 
to deal with the evolving business and 
threat landscape. Breaches or leakages can 
be financially devastating and do significant 
damage to reputation.

IT resilience and continuity

IT services are increasingly intertwined, 
with a complex combination of layers of 
infrastructure and service and process 
interdependencies, including legacy 
systems, mobile technologies and 3rd party 
vendors.

This complexity potentially leads to multiple 
and high impact IT outages resulting from 
the failure of a single component or process. 
Solutions for data storage or applications in 
the cloud bring new dimensions of risk.

Global IT

Operating a global IT system creates 
additional complexity and risk. Differences 
in local approaches and attitudes can create 
global system vulnerabilities. Inadequate 
global support can lead to high levels of 
downtime and reduced effectiveness. 
Complex global data protection legislation 
is increasingly a consideration for global IT.



Compliance with regulation

Often multiple compliance requirements 
are relevant, so a joined-up approach is 
essential. Otherwise, complexity can create 
inefficient overlapping controls or gaps that 
lead to non-compliance.

IT governance

Managing the structure and framework 
within which IT operates can have a critical 
bearing on overall corporate performance. 
An MIT study found that businesses 
with below average performance in IT 
governance were 25 per cent less profitable 
than their peers whose performance was 
ranked as good or above.

Technology mega trends

Analytics, big data, mobile, social media and 
cloud together represent consumerdriven 
forces that will impact every business and 
increase the need for digital trust. Having 
a business strategy for the digital age is 
important. Investments in technology can 
carry high risk exposure but not responding 
will cause loss of competitive advantage.

IT processes & assets

Robust and consistently applied IT processes 
form a fundamental part of IT hygiene. An 
incomplete IT asset inventory (hardware 
and software) can create problems for 
security, impair investment and result in 
financial and reputational damage from 
unlicensed software. For example, 90 per 
cent of all software licensing reviews carried 
out by PwC have identified non-compliance.

Sourcing risk

Cloud_ computing_ presents irresistible cost 
saving opportunities and a myriad of risks 
linked to where data is stored and how it is 
segregated and secured. Outsourcing often 
goes wrong and companies are rethinking 
their approach to it. Some of the worst IT 
disasters in recent years have been partly 
caused by badly managed outsourcing. 
Data protection considerations are forcing 
businesses to rethink certain off shoring 
arrangements.



How to build digital trust
the right way
Managing risk and building trust underpins 
the digital agenda as digital platforms 
become increasingly central to the delivery 
of business strategy. To build trust you will 
need confidence in each of
these five areas:
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